Meponpuamusa no npoghunakmuke XumieHUil OEHEHCHbIX CPEOCHE ZPAHCOaH,
COBEPUIEHHBIX C UCNOIB306AHUEM UHOPMAUUOHHO-MENEKOMMYHUKAUUOHHBIX
mexHo102uil

Cdepa naHGOpMAITMOHHO-TEIICKOMMYHHKAIIMOHHBIX TexHoJIoTHH (nanee o tekcty UTT) 3arparuBaer
BCce cdeppl KH3HH COBpPEMEHHOro obOmecTBa. Konn4yecTBO MNpecTyIUIEHHH, COBEpIIAEMBIX C
ucnons3oBanueM UTT, HEYKIIOHHO pacTeT, METO/Ibl, CIIOCOOBI M CPEJICTBA UX COBEPILIECHUS CTAHOBSTCS BCE
CJIOXHEE U U3OIIPEHHEE.

Taxk, B 2022 rony noapazaenenusimu OB/l BeisiBieno 6osiee 100 ThIC. mpecTyIICHUH, COBEPIICHHBIX
¢ ucnonp3zoBanueM UTT, B chepe koMrploTepHO MHPOPMALINK, C UCTIONIBb30BaHHEM ceTu «MHTepHeT», a
TaK)Ke C MCIIOJIb30BAHUEM CPEICTB MOOUIILHOM CBSI3H.

Bomnpocsl, cBszanHble ¢ ucnons3oBanueM MTT Ha 3aKOHOAATEIIBHOM YPOBHE PETYIHMPYIOTCA
denepanbHbIM 3ak0HOM OT 27.07.2006 Ne 149-D3 «O06 nndopmaruu, nHOOPMAITMOHHBIX TEXHOJOTHSIX U O
3ammrTe WHpOpMaMKW». 3aKOHOAATENbHBIE aKThI, pa3pabOoTaHHBIE HAa €r0 OCHOBE, B IIEJIOM ITO3BOJISIOT
PockoMHa30py BO B3aMMOJEHCTBUM C ONEPATOPaMU CBSI3M M OPraHU3aTOPaMU PACIPOCTPAHEHUS
uH(OpPMaLNK, OCYIIECTBIATh BeieHue «Eqnnoro peectpa TOMEHHBIX UMEH, yKa3aTelel CTpaHulLl CaiiTOB B
UTT cern «VHTEpHET» W CETEBBIX aJAPECOB, IO3BOJSIOMIUX HACHTU(PHUIIMPOBATh CaWThI B CETH
«nTepHeT», copepkamme uHGOpPMAIMIO, pacrpocTpaHeHne KoTopoil B Poccuiickoit ®enepanuu
3aMnpereHo.

[Tpunstue ®enepanbHoro 3akoHa ot 27.06.2018 Ne 167-®03 «O BHeCeHUU U3MEHEHUH B OTJEJIbHbBIE
3aKOHOJATeNIbHble aKkThl P® B 4acTH NPOTUBOACHCTBUS XMILEHHUIO JIEHEKHBIX CPEACTB», MO3BOJIMII
KpeIUTHO-(pMHAHCOBBIM OpraHU3alUsIM CBOCBPEMEHHO OJOKMPOBATh HE3aKOHHBIE TPAaH3aKIIMHU, BO3MEIIATh
yiiep0 OT HHX.

B cootBercTBUN ¢ DenepanbHbiM 3akoHOM OT 23.04.2018 Ne 111-®3 «O BHeceHMU M3MEHEHHI B
VYronoBHsbIil kosieke PDy, yxecToueHO HaKa3aHUE 3a XUIICHHUE JCHEKHBIX CPEeICTB ¢ OAaHKOBCKOTO cueTra
WM 3JIEKTPOHHBIX JIEHEKHBIX CPEJCTB.

[Ipm sTOM HMerIMecss HOPMATHBHBIE NPABOBBIE AKThl HE B TOJHON Mepe IMO3BOJSIOT pEelaTh
nocrasieHHble nepeg MB/I Poccuu 3agaun.

Tax, nepBuUHBIM criocoboM 0opbrOBI ¢ mpecTynHOCThIO B chepe UTT sBrnsercs ee mpoduinakTHka,
KoTopasi OepeT CcBO€ Hauajga C IpaBWJ IOBEJIEHUS TpaKJaH, B OTHOLIEHUM KOTOPBIX IMPOUCXOIAT
MomeHHHU4eckue nerctBus B chepe UTT. N3yuenune BumoB mpectynmHO# aestenbHOCcTH B chepe UTT,
METOJIOB UX COBEPIICHHUS, METO/I0B JOCTHKEHUS LEJIU U OOMaHa, U3yuYeHUEe METOJUK U MPaBUJI IOBEIECHUS
rpaxaaH Tpu OOIIEHHH C TPECTYNHUKAMH, TO3BOJUT MNPOQPHUIAKTUPOBATh YyKAa3aHHOE HaIpaBlICHUE
[IPECTYTHON AESITENbHOCTH U NPECeyb HACTYIUIEHNE BPEIHBIX OCIEACTBHM.

HaubGonee pacmnpocTtpaneHHble Buibl MolieHHH4YecTB B chepe UTT, a Taxke mpu3HAKU
MOILIEHHUYECKUX CXEM:

1) mpuoOperenue TOBapoB M yciayr mocpenctBom cetu «Hutepuer». [lpumep: co3maercst caift-
«OAHOCTPAHUYHHUK», HAa KOTOPOM BBIKJIAJbIBAIOTCS TOBAphl OJHOrO0 BHM3yajdbHOro npusHaka. lleHa 3a
TOBaphbl BechbMa IMpHUBJIEKaTeNbHasA, HIDKE cpeaHepblHOYHOU. [Ipu odopmienun 3akaza Bam mpennarator
OCYIIECTBUTHh JHOO TpeAoIulaTy Ha KapTy OaHKa WM SHIEKC.KOIIeNeK, OO OIUIaTUTh 3aKa3s
«HAJIO)KEHHBIM TUTaTeXoM». [IpHCYyTCTBHE BO3MOKHOCTH HAJIOXKEHHOTO IUIaTeXa OOBIYHO CHIDKAET
OonuTenbHOCTh. OJHAKO, CTOMT MOMHMTb, YTO MPU NOJYyUYEHUHU NMOCBUIKU (TOBapa) B oTaeneHuu «lloura
Poccum» BBl cHayasla OIUIauMBaeTe HAJIOXKEHHBIN IJIATEX, KOTOPBIM BO3BpaTy Ha MeCTE€ HE MOJIeKHUT, a
YK€ IOCIE MOXKETE€ BCKPBITH YIAKOBKY IMOCBUIKHM. 3a4acTyl0 BMECTO OIIJJAYEHHOTO TOBapa B IOCBLIKE
MOTYT HaXOJIUThCS PEIMETHI, KOTOPbIE HE MPEACTABIAIOT LIEHHOCTH (AOCKH, KUPITUYH U UHBIE IIPEIMETHI),
7100 TOBAphl, CTOMMOCTb KOTOPBIX HU3KAasl, OTHOCUTENILHO CTOMMOCTH 3aKa3aHHOT'O TOBapa.

[Ipu3Haku MOIIEHHUYECKON CXEMbl Ha CaliTaX: OTCYTCTBHUE OT3bIBOB MOKYyMNaTeJIeH, MUHUMAaIbHbBIN
uHTEepdeiic, CKyTHbIe KOHTAKTHBIC TaHHBIE, IEPETIUCKA BEIETCS C AIEKTPOHHBIX MOYTOBBIX SIIUKOB.

[Tono6HbIE MOLIEHHHUYECKHE CXEMbl MOTY OCYIIECTBIATHCS U MOCPEACTBOM Telie(OHHBIX 3BOHKOB C
pa3IMYHBIX HOMEPOB, 3a4acTyl0 CTAlMOHAPHBIX. 3BOHALIUMN IPEACTABISAETCS COTPYIHUKOM HHTEPHET -
MarasuHa, MpeajaraeT Ha BBITOJIHBIX YCIOBHUSX MPHOOPECTH TOBAp, a TaAK)K€ TOBOPHUT O TOM, UYTO BBI yiKe



0(OpMIISIIN UHTEPHET-3aKa3bl U y BaC CKOIUIEHO OMNPEEIIEHHOE KOJIMYECTBO MOJAPOYHbIX 0aJuIoB, 3a CUeT
KOTOpbIX BaMm oGecneyena ckuika OT CTOUMOCTH.

2) IlpuspiB o momouu. Ha wuHTEepHET pecypcax 3JI0YMBIIIJICHHUKAMU pPa3MEIaeTcsl JIOXKHas
uHpOpMaLKs O HaIMYMM 3a00JIeBaHUs y OECIOMOIIHOIO JMIA, U YTO HEOOXOIMMO JOPOrocTOsIIee
nedenue. B cBs3u ¢ uem Bac mpocsar oka3aTh 0JaroTBOPUTENIBbHYIO MTOMOIIb, yTEM MEPEBO/A ACHEKHBIX
CPEJCTB Ha cueTa OaHKOBCKUX KapT, TM00 MHBIMU CIIOCOOAMHM JIEKTPOHHBIX IIIATEXKEH.

Koneuno ObIBalOT KM3HEHHBIE CHUTyallMu, KOrJa IOAOOHBIE NPU3BIBBI K OJArOTBOPUTEIBHOCTH
JNEMCTBUTENIBHO MOTYT IOMOYb CHACTH KHM3Hb KOMY-JIMOO, OJHAKO, MPEXAe 4YeM MPHUHATH MOA00HOe
peuieHre oOpaTUTe BHUMaHUE Ha CIIEQyIOIee: pa3MEIIeHb] JI KOHTAaKTHbIE JaHHbIE POJCTBEHHUKOB HIIN
poauTeNel JIMLa, KOTOPOMY Hy’Ha IIOMOIb, COBINAJAIOT JIM MX JAHHBIE C JaHHBIMU BIIAJENbLEB KapT.
[To3BOHHUTE IO yKa3aHHBIM KOHTaKTHBIM HOMEpaMm, a elle Jyulle MonpoOyiTe HAaWTH WX B COLMAIbHBIX
CeTsX.

3) 3BOHOK OT pOJCTBEHHHKa, MOMaBiiero B Oemy. Pa3zmaercs 3BOHOK ¢ HEHM3BECTHOrO HOMEpa.
I'oBopsmui, aganTUpysCh 10 CUTyallH, 3J0POBAETCs, U TOBOPUT «3TO s». JKepTBa, cpa3y accouuupys
MI0JICO3HATENIPHO TOBOPSILIEro ¢ KEM-TO, KOTOPOTO OHA HE y3Haja, MbITAeTCsS Y3HAaTh U B UTOT€ Ha3bIBaeT
UMl OJIM3KOTO 4YesloBeKa. 3JI0yMBIIIJICHHUK, IOJIb3YSCh CHUTyalMed, corjiamaercsi ¢ TeM, 4YTO HMs
IIPUHAJJICKUT €MY, [IOCIIE YEro, HaJaJuB MCUXOJIOTMUECKU KOHTAKT C JKEPTBOM, HAUMHAET PaccKa3bIBaTh
HCTOPHUIO O TOM, 4TO OH momnai B 6exy (ATII, noman B monuuuio 3a npectyiieHue, KOTOpoe He COBEpILal,
u 1.1.) Ilpu 3TOM 3adactyio K pasroBopy HOJKIIIOYAETCS €ro COOOIIHHUK, MPEICTABIASICH KaKUM-JINOO
COTPYIHUKOM  TOCCTPYKTYpbl M  TOATBEP)KAAET  pacckasaHHyro  ucropuro. Ilocme  uero
«TICEBJIOPO/ICTBEHHUK» MPOCHUT NEPEBECTU JIEHEKHbIE CPEACTBA, SIKOOBI JUISl BBIXOJA U3 CUTyallMH U €ro
OCBOOOXKJICHHSL.

B cnoxxuBiieiicss cuTyaluy Bbl JOJIKHBI Cpa3y MOMHHUTH O TOM, YTO MOJIOOHbIE BUJbl MOIIEHHUYECTB
CYILIECTBYIOT, U Cpa3y kK€ 3a7aTh TOBOPSAIIEMY JIIOOOH BOIPOC, CBSI3aHHBIM € BaIlMM 3HAKOMCTBOM M T.II.
Ecnu roBopsimuii melTaeTcsi 3alyTaThb BaC U HE MOMKET OTBETUTh KOHKPETHO, TO cpa3y K€ IpPeKpaTuTe
pasroBop, 1a0bl HCKIIIOYUTH IICUXO0JIOrMYECKOe BO3IeHCTBIE Ha Bac.

4) 3BOHOK OT paOoTHHMKa OaHka (MPeICTaBUTENS CIY:KObI Oe3omacHOCTH). Pasmaercs 3BOHOK C
HE3HAKOMOT'O HOMepa. 3BOHSIIUN YBEPEHHBIM I'OJIOCOM IPECTABIsAETCS PAOOTHUKOM OaHKa (B OCHOBHOM
HazbiBaeTcs [TAO «CoOepOaHk»), YBEpEHHO YTBEpKJas, YTO JKEPTBA SIBJISETCS KIUEHTOM OaHKa, U 4TO B
OTHOLLICHUM HEro MPOMCXOJAT MOUICHHHWYECKHE JeMCTBUH, HalpuMep, MOCTyluja 3asiBKa B OaHK Ha
CIIUCaHHUE JCHEXKHBIX cpeacTB. [Ipu 3TOM roBopAlMil 33a/1a€T HEOJHOKPATHO BOIPOCHI: IMPOU3BOAMIN JIU
Bbl NE€PEBOBI JECHEXKHBIX CPEJCTB, OIUIAYMBAIM JM BBl TOBApbl Yepe3 CETh MHTEPHET, CHUMAJIHM JIU BBI
JICHEe)KHBIE Cpe/CTBa ¢ OAHKOBCKOW KapThl B TmocienHee Bpems. JKeprBa, OyAydud BBEIEHHOH B
3a0iIy’)KJIeHHe, HauMHaeT OTBeyaTb Ha BONpPOCH. HanaauB NCHXONOrMYECKH KOHTAaKT C JKEPTBOM,
MOIIICHHUK, IO/ TPEAJIOrOM IPECEYCHUs] MOIIEHHHUYECKUX NEHCTBHI M BO3BpaTa SKOOBI MOXMIEHHBIX
JICHEeXKHBIX CPEACTB, MPOCUT Ha3BaThb HOMEpP KapThl >KepTBbI, AaTy Bbimycka U CVC Koa, yka3aHHBIH Ha
00opoTHOI cTopoHe KapTbl. OOnamas ykazaHHOW WHGoOpMamued 3JI0yMBIIJICHHUK C JIETKOCTBIO, TPH
MOMOIIM JIETUTUMHO CYIIECTBYIOIIMX CHUCTEM DJIEKTPOHHBIX IJIaTeXei, MoxkeT OecHpensiTCTBEHHO
MOXUTUTh CO cYeTa OAHKOBCKOW KapThl JIEHEXKHbIE cpeacTBa. Kpome Toro, mHorja, mpu nepeBojax C
O0aHKOBCKMX KapT Ha HoMep TeieOHa XKEepPTBbl MPUXOJAT OT OaHKa CMC-KOJbl, MOJATBEpPXKIAIOLIHNE
nepeBo/ibl. JlaHHbIE KOJIbI 3I0YMBIIIJIEHHUK TaKKe MbITAETCSI OOMAHHBIM ITyTEM BBIMAHUTb.

5) 3BOHOK OT COTpYOHUKA TIONWIMU (CIAEACTBEHHBIM KOMHUTET, IPOKYyparypa). 3BOHSIIUN
IPEJICTABISIETCSl COTPYAHUKOM IIPABOOXPAHUTENBHBIX OpPraHOB M T.Jd. IIOCJIE€ YEro pa3bsCHAET
MH(POPMALIMIO O TOM, YTO 10 MACIOPTY MOTEPIEBIIETO B KAKOM-JIN00 cyObekTe PO MOIIEHHUKY NBITAIOTCS
0(pOpPMUTH KPEIUT, IPU 3TOM Ha3bIBatOT JoXkHbIE DMO ¢ BOmpocoMm, 3HAKOM JIM TaKO€ MOTEpPHEBLIEMY.
[Ipy ycTaHOBIEHMH KOHTAKTa C MOTEPNEBLIMM, 3JIOYMBIIUIEHHUKH MPOCAT HPOM3BECTH pa3IHuYHbIE
MaHHITYJISIIUN: OPOPMHUTH KPEANUT B OHJIAH-KAaOMHETEe U OCYIIECTBUTH MX MEPEBOJ Ha HOMEpa Tene(oHOB
U 0aHKOBCKHUX KapTa, MEepeBECTU JIMYHbIE cOepeXEeHUsI Ha Te ke HoMepa Teae(OHOB, HA3BaTh Pa3IMYHbIC
IIapoJIv, IEPEUTH 10 CChUIKAM U T.[I.

Taxxe MOIIEHHMKM MOTYT 3BOHMT IOJ JMYMHON COTPYIHHMKOB IPABOOXPAHUTEIIBHBIX OPTaHOB U
IPOCUTh TNOTEPHEBIIMX IOY4YaCTBOBAaTh B 3a/€pKAHUM MOIIEHHUKOB, KOTOPBIE MBITAIOTCS MOJIYYUTh
JOCTYIl B cYeTaM MOTEpNEBLIMX, A 3TOr0 MPOCAT MNEPEeBECTH BCE CBOM JIEHEXXHBIE CpEJICTBA Ha



CTOPOHHUH CUeT, SKOObl 3aMOPO3HMB YKa3aHHYI0 CyMMy, OOellasi, 4YTO yKa3aHHbIE JEHEKHbBIE CPEJICTBA
BEPHYTbCS Ha CUET MOTEPIEBLINX CITyCTsI KAKOE-TO BpeMsl.

B yka3zaHHO# BBIIIIE CUTYalluu HY)KHO TIOMHHTB, 9TO paOOTHUKH OaHKa MIIM COTPYIHUKH TOJIHIINU HE
OCYILECTBIISAIOT MOOOHBIX 3BOHKOB. [laxke ecnu Bam 1mo3BoHUT paOOTHUK OaHKa, TO OH B IpaBe TOJIBKO
norpocuTh Bac 3a0mokupoBaTh Bamry KapTy M oOpaThrcs B Omkaiiiiee otieneHue OaHka. JlaHHbIe
O0aHKOBCKOM KapThl, Takue Kak HOMep KapTel, a yx Tem Oonee koa CVC mepenaBarh KOMy-1HOO
3allpeleHo, U HUKTO HE BIIPAaBE y Bac €ro TpedoBaTh.

6) [IpuobpereHue ToBapoB Ha calfTax 0ObABICHUNA (ABUTO U T.1.), 3aKa3 JOCTaBKU 4ero-iudo uepes
cepBuchl «bmabnakapy. [lorepneBmmii caM MHULMUPYET 3aKa3 TOBApOB WM YCIIYT, IIPU 3TOM IIpu Oecene
CO 3JIOYMBIIIUIEHHUKOM NE€PEXOIUT JJIsl OOIIEHUS B MHbIE CEPBUCHI, Takue Kak «BatcAmy», «Tenerpamm» u
T.J. YK€ B yKa3aHHBIX CEpBUCAX 3JI0YMBIIUIEHHUK JIMOO MPOCUT MEPEBECTH IMPEAOIUIaTy 3a TOBapbl U
yCIyTd, JIMOO MPHUCBUIAET CCHUIKY $IKOOBI CepBHCa MO IEPEBOJY JEHEKHBIX CpEICTB, 3a4acTylo C
JIOTOTUIIAMU «ABHTO OILIaTa», MOCJE Yero MOTEPHEBIIUNA NMEPEBOIUT JEHEKHbIE CPEACTBa, HE MOJyyas
IpY 3TOM 3aKa3aHHbIE TOBapbl WIK YCIyrd. Takxke UMeln MeCcTo ObITh Cllyyau, KOTJa Ipy BBOJE JaHHBIX
OAHKOBCKOW KapThl MOTEPIEBILIErO0 B BBICJAHHOW €My CCbUIKE, JEHEXKHbIE CpEICTBa HauWHAIU
CIHCHIBAaThCS ABTOMAaTUYECKU B PA3HBIX CyMMax, HE 3alpalluBas IIPHU 3TOM KaKHe-IH00 MOITBEPKIAOLIHIE
KOJIbI.

7) 3BOHOK OT 0AaHKOBCKOW OpraHu3aly ¢ poOOTU3MPOBAaHHBIM TeKcToM. [loTepneBiiemMy pasznaercs
3BOHOK € pOOOTU3MPOBAHHBIM TEKCTOM O TOM, YTO I10JIaHa 3asiBKa B OaHK HA MepeBojl, TM00 Ha MOJyYeHUe
KpeIuTa Ha BHYIIUTEJIBHYIO CyMMa. B 3TOT MOMEHT He KOHKpeTH3upyeTcs HU OaHK, B KOTOPOM IOJaHa
3asBKa, HM JaHHble mnorepnesiiero. [locie momoOHOro 3BOHKA pa3faeTcsi 3BOHOK YXKe OT SIKOOBI
COTpyAHMKA OaHKa, KOTOPBIM yXe JaeT MOTepreBLIeMy yKa3aHHs, KaK BBINTH W3 CUTyalluu, IPUHYXKAas
nepeaTh NepCoOHANIbHBIE JIaHHBIE, 00 OCYIIECTBUTH MEPEBOJ ACHEKHBIX CpelCTB. B naHHON cuTyauuu
HY>KHO ITOMHHUTB, YTO OAHKOBCKHE paOOTHUKHM MOTYT 3BOHUTH KJIMEHTaM OAaHKa TOJIKO C YBEJOMUTEIIbHON
uHpopMaluel, HUKAaKUX IEPEeBOJOB B Tele(OHOM peXUME OCYIIECTBUTh HE BO3MOXHO. B ciyuae
HOJy4YeHUsl OJOOHOT0 3BOHKA CTOUT, PH BOSHUKHOBEHUH COMHEHHUsI, 00PAaTUTHCS B OAHK.

Ocoboe BHMMaHHE MPOIIY yIEIUTh MH(OOPMAIMH O BO3MOXHBIX MOIICHHHYECKHUX JEHCTBUSAX NpPHU
MOMOIIM T'OJIOCOBBIX MTOMOIIIHUKOB B YIIPAaBJICHUN OaHKOBCKUMH CUETaMHU.

Ecnu Bam 3BOHAT U MPOCST OTBETUTHh HA BOMPOCH! (pa3zaMu «a» WIH «HET», TO €CThb BEPOSITHOCTh
TOTO, YTO B 3TO BpEMs NPOUCXOAMT B3JOM Ballero OAHKOBCKOI'O cueTa IMpH MOMOILU TOJOCOBOTO
yIpaBJIEHUSI.



